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;local a.b.c.d
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# WRIREAE— Gl EE 324> OpenVPN, IR 2 i A
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# AL AERT KR BT T X L

port 1194

# TCP if2 UDP #piX?

# WK HTTP proxy, AZ45f# ] TCP 6
proto udp

# “dev tun” A1 1A HH %

# “dev tap” KA1 ER 1A LUK W fix i

# WER PRI FEAR A “dev tap”
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# f£9E Windows R4 b, /R 7] LB 142 11, 40:tun0

# {£ Windows {5 H"dev-node”
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;dev tap

dev tun

# 1 Windows FUIRAREE 2 (I 28EE 1, IR 2242
25 ] T AR 2

# TAP-Win32i& e 52 H 44

# £ XP SP2EE = A4 L, ARFHEAL windows B k55X 1%
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# 9F Windows H4til A7 B B 1X A

;dev-node MyTap

# AlEh/key SCIHFE W]

ca ca.crt #0OpenVPN ff F i¥) ROOT CA, & [ build-ca 4= 5,
H T30k P RAE 2 5 51k

cert server.crt #Server {5 F fE 5 32 14

key server.key #Server {4 F FIUE 5% BRI key, 12 A b 20
Rl e o

#CRL SR B, B AR EE, IXEE Pl Toik & %
;crl-verify vpncrl.pem
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# SR AREEE ST ARSI i 2048 115 1X L /22048

# 15 NERIA

dh dh1024.pem

# 5F NI client 23 fic 7 Mk B

server 192.168.80.0 255.255.255.0

# AEA 2 P o AR AN ip HbETR R

# £ openvpn 5o I, PR U RE 1 % 7 S R 4K PR AR 73 B AT LRI
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#ip Hiht

ifconfig-pool-persist ipp.txt

# openvpn = H HI [ A -5 (]

# 0 B R 55 a7 AR 2 A I 2 2 6 200K P R R TE R A R 4t
NI, 2R TEIUCE ip AT R A .
;server-bridge 10.8.0.4 255.255.255.0 10.8.0.50 10.8.0.100

# N X A 2 o A U7 ) IR S5 s i T BT A LA

# Ll IR 55 2% 7 I I Bt 2 192.168.10.0#1192.168.10.2

# VRT5 EAE openVPN Ak 55 %5 v iC B SO HR s n T TH X P A)
push “route 192.168.10.0 255.255.255.0"

push “route 192.168.20.0 255.255.255.0"

# AT RS AT I N LS A] BATT 18] 25 )7 i1 R I AL %

# AN T g B

# ABBE 2 1 R B 192.168.40.0



# F Y TE IR S5 B RO EL SR r A T T AT
#  client-config-dir ccd

# A route 192.168.40.0 255.255.255.0

# R JE R S5 4 cod H 53¢ R B — N SCPF, SR A4 52 %0 7 i

HpAS =

# AR R

# iroute 192.168.40.0 255.255.255.0
;client-config-dir ccd

;route 192.168.40.0 255.255.255.0

# EXAMPLE: Suppose you want to give

# Thelonious a fixed VPN IP address of 10.9.0.1.
# First uncomment out these lines:
;client-config-dir ccd

;route 10.9.0.0 255.255.255.252

# Then add this line to ccd/Thelonious:

# ifconfig-push 10.9.0.1 10.9.0.2
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# X BEAPRITE
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;learn-address ./script

# NI A2 7 i BT A 28 8 A @ T vpn
# If enabled, this directive will configure

# all clients to redirect their default

# network gateway through the VPN, causing
# all IP traffic such as web browsing and

# and DNS lookups to go through the VPN

# (The OpenVPN server machine may need to NAT
# the TUN/TAP interface to the internet in

# order for this to work properly).

# CAVEAT: May break client’s network config if
# client’s local DHCP server packets get routed
# through the tunnel. Solution: make sure

# client’s local DHCP server is reachable via

# a more specific route than the default route

# 0f 0.0.0.0/0.0.0.0.

;push “redirect-gateway”

# % i DHCP % &

# Certain Windows-specific network settings

# can be pushed to clients, such as DNS

# or WINS server addresses. CAVEAT:

# http://openvpn.net/fag.html#dhcpcaveats



;push “dhcp-option DNS 10.8.0.1"

;push “dhcp-option WINS 10.8.0.1"

# T ) i AE AR BT[]

# A, BROIABCE N2 i) A BeAH BT )
client-to-client

# X BRI i, R 2k P SEL R ] — IR AE [F)
—INZ R BEH — A P IR

# Uncomment this directive if multiple clients

# might connect with the same certificate/key

# files or common names. This is recommended

# only for testing purposes. For production use,

# each client should have its own certificate/key

# pair.

# IF YOU HAVE NOT GENERATED INDIVIDUAL
# CERTIFICATE/KEY PAIRS FOR EACH CLIENT,
# EACH HAVING ITS OWN UNIQUE “COMMON NAME”,
# UNCOMMENT THIS LINE OUT.

;duplicate-cn

# UGB EREORIN B PR

# The keepalive directive causes ping-like

# messages to be sent back and forth over

# the link so that each side knows when



# the other side has gone down.

# Ping every 10 seconds, assume that remote
# peer is down if no ping received during

#a 120 second time period.

keepalive 10 120

# 9P 1EE 3] DDoS ity

# Lk takey SCPF, T op BIARSS A i AR 25 i
# 1230 BA T a2 A2 B

# openvpn —genkey —secret ta.key

# RS54 Em0, %5 ) i 1

# 2B AR

tls-auth ta.key 0 # i 45 %% i 20

# e aE i Server Al client S 05 20— FE
# Select a cryptographic cipher.

# This config item must be copied to

# the client config file as well.

;,cipher BF-CBC # Blowfish (default)
;,cipher AES-128-CBC # AES

;,cipher DES-EDE3-CBC # Triple-DES

# FFEIE LS

# 2 i e B R A X T

comp-lzo



# I K i T RO R
‘max-clients 100
#5€ X iz 1T openvpn HIH
;user nobody
;group nobody
#ild keepalive N 5, HFTE3N VPN, AEHrizHL
keys, RBH 55— XA HHT keys
persist-key
#iE 1T keepalive fL BN 5, EH /B3 VPN, —ELREF tun
B tap e A2 linkup |,
753 ) P &% 3% 22 4 linkdown 2R J5 linkup
persist-tun
#5€ I openvpn B —LIRAE BB 24, UMEH 2518
Feit o nlih wEAT oAl 4R
status openvpn-status.log
#o HE, [IREE 50 openvpn Ja MIEREFA ) log 15 &
;log openvpn.log
#EE
#HosE H &, SIREE3) openvpn JE B INEA ) log 15 &
log-append openvpn.log #[ N1 T & # log 7 ¥ 1Z TN
/var/log/openvpn.log]
# WE H LR IR Z0



# 0 is silent, except for fatal errors

# 4 is reasonable for general usage

# 5 and 6 can help to debug connection problems
# 9 is extremely verbose

verb 3

# A HE LR

# Silence repeating messages. At most 20

# sequential messages of the same message

# category will be output to the log.

mute 20



